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1	Decision/action requested
Approve the pCR for key issue relating UE connecting securely to Cell supporting the desired Network Slice
2	References
[bookmark: _Hlk64642935]   1. Approved SID S3-210757

3	Rationale
In SID S3-210757 Rel17 SID on network slice security following bullet is captured.
· Furthermore, a new study on RAN slicing was approved in December 2019, i.e. “Study on enhancement of RAN Slicing”. It aims to enable UE a fast access to intended cells and support service continuity. New RAN procedures, e.g. slice based cell reselection, access barring, and slice re-mapping etc. The potential security threats or privacy concerns should be investigated and addressed, if any, from SA3 perspective. 
4	Detailed proposal


********* START OF CHANGES (all text new) ******************************************
[bookmark: _Toc54000654][bookmark: _Toc56429424]5.1	Key issue #x: UE connecting securely to Cell supporting the desired RAN Slice
[bookmark: _Toc54000655][bookmark: _Toc56429425]5.x.1	Key issue details 
[bookmark: _Hlk48802220][bookmark: _Hlk48802239]RAN Slicing study TR 38.832 describes different scenarios where support of different RAN slices are required. 
The base station may be supporting different slice configurations where multiple and different slices are supported. These slices can be supported on different frequencies. Also, multiple and different slices can be supported on the same frequency in different regions.  
The base stations should be able to broadcast the support of RAN slices by appropriate Slice identifiers and the UEs desiring to connect to the slice should be able to connect to it.
Base stations supporting multiple slices, need to learn the desired slice from the UE and also able to route the registration request to the 5GC to the appropriate slice AMF, before UE context is really setup in the base station.
the UE desiring to connect to particular RAN slice should be able to select the particular RAN slice 
[bookmark: _Toc54000656][bookmark: _Toc56429426]5.x.2	Threats
If the RAN slices supported on base station gets revealed, there can attack on the base station by creating fake connection requests and consuming the resources of the base station to drain the resources and create DDOS attacj scenarios.
If the UE is not able to access the correct RAN slice in a secure manner, the slice type and hence the NSSAI may get revealed compromising the privacy of the UE.
5.x.3 Requirements
The system shall support privacy of the network slice type while RAN network slices are supported.
 It shall be possible for UEs to select and connect to RAN slices with privacy protection.
********* END OF CHANGES **************************************
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